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Switching on SSL at Cloudflare without breaking the site
 Speed, Cache & CDN  Created on September 27, 2026  Updated on October 18, 2026  4 min read

This is the single most important setting Cloudflare has, and the easiest one to get wrong. The wrong value does not

produce a warning: it produces a site that loads forever and a browser that gives up. Read this before you swap the

nameservers.

 On our hosting the right value is Full (strict).

The value Flexible puts the site into an endless redirect loop. That is not an opinion or a preference: it

follows from how our server is set up, and it is explained below.

  There are two certificates, not one

With Cloudflare in front, the connection from visitor to site now has two legs, and each leg has its own certificate.

The leg Which certificate it uses

Visitor to

Cloudflare

Their certificate, issued automatically once the domain goes active. It is the padlock the

visitor sees.

Cloudflare to our

server

Our certificate, issued and renewed automatically on your account. This is the one the SSL

mode decides to use or ignore.

The certificate at our end is real, issued by a recognised authority, and renews itself for as long as the account exists.

That is why we can use the strictest mode: our end genuinely has something to answer with. On certificates in general,

see what an SSL certificate is and why it does not last 365 days.

  The four modes, and what each does

Mode What it does on the leg to us

Off No encryption at all. Not used.

https://www.meu.interweb.co.mz/knowledgebase/68/What-is-an-SSL-certificate-and-why-does-it-matter.html
https://www.meu.interweb.co.mz/knowledgebase/70/Why-does-my-SSL-certificate-show-fewer-than-365-days.html
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Mode What it does on the leg to us

Flexible Cloudflare talks to us unencrypted, even though the visitor sees a padlock. This is what causes the

endless loop. Not used here.

Full Talks encrypted, but accepts any certificate, including an invalid one. A temporary stepping stone and

nothing more.

Full

(strict)

The right value. Talks encrypted and demands a valid certificate. Ours is.

  Why Flexible produces an endless loop

The mechanics are simple and worth understanding, because they explain a symptom that looks impossible.

The redirect in step three can come from either of two places, and it is worth knowing which, because people switch

one off and forget the other:

Where it comes from Where you see it

The rule in the

.htaccess  file

If you wrote it, it is there. See how to redirect HTTP to HTTPS with .htaccess, which

already carries this warning.

The cPanel switch The Domains section of cPanel has an option that forces https  without touching any

file. Plenty of people forget they turned it on.

 The cure is not to switch the redirect off.

It is to set the mode to Full (strict). Switching the redirect off removes the loop but leaves the site

serving pages unencrypted on the leg to us, which is worse than the problem.

1 The visitor asks Cloudflare for the page over https , and their connection is encrypted.

2 On Flexible, Cloudflare fetches it from our server over http , unencrypted.

3 Our server sees an unencrypted request and does what it was told to do: redirect to https .

4 Cloudflare receives that redirect, asks again, and asks again over http, because that is what Flexible

mode does.

5 It repeats until the browser gives up, with a message about too many redirects.

https://www.meu.interweb.co.mz/knowledgebase/72/How-to-redirect-HTTP-to-HTTPS-with-htaccess.html
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  The right order

 If Full (strict) fails, the cause is always at our end and always visible.

Either the certificate has not been issued for that name yet, or the name is not covered (a brand new

subdomain, for instance). Take the record out of the proxy, wait for the certificate, and put it back. See no

padlock: the causes, in order.

  Two neighbouring options that cause trouble

Option What to know first

HSTS It tells browsers never to try http  on that domain again, and they obey for however long you

set, even after you switch the option off. Do not turn it on until everything is settled,

subdomains included. Turning it on early turns a half-hour problem into a problem of weeks.

Cloudflare

origin

certificate

They offer a certificate to install on our server. It is not needed: ours issues itself. And it has a

trap, because that certificate is only trusted by Cloudflare: the day you take the proxy off, the

site shows a security warning to everybody.

With SSL settled, caching is next. For WordPress, see cache rules for a WordPress site; for everything else, the ones

worth having and the ones that cause trouble.

  NEED A HAND?

Site stuck in a redirect loop? Send us the address and the mode you have selected.

 Open a support ticket 

1 Confirm the site opens over https  here, before Cloudflare is in play. If it does, the certificate is issued

and Full (strict) will work.

2 Set the mode to Full (strict) in the Cloudflare dashboard, in the SSL section.

3 Only now swap the nameservers, if you have not already. If you have, this is the first screen to open.

4 Turn on Always Use HTTPS at Cloudflare. With Full (strict), that option and the .htaccess  rule coexist

without a loop: the unencrypted request is corrected at the door and never travels the whole path.

5 Test signed in and signed out, in a private window, and click through three pages.

https://www.meu.interweb.co.mz/knowledgebase/448/No-padlock-on-your-site-the-causes-in-order.html
https://www.meu.interweb.co.mz/knowledgebase/448/No-padlock-on-your-site-the-causes-in-order.html
https://www.meu.interweb.co.mz/knowledgebase/532/Cache-rules-for-a-WordPress-site-without-hiding-the-dashboard.html
https://www.meu.interweb.co.mz/knowledgebase/534/The-Cloudflare-options-worth-having-and-the-ones-that-cause-trouble.html
https://www.meu.interweb.co.mz/knowledgebase/534/The-Cloudflare-options-worth-having-and-the-ones-that-cause-trouble.html
https://www.meu.interweb.co.mz/submitticket.php
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  SEE ALSO

SSL certificates 

Hosting plans 

Support Policy 
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