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Anyone installing a tool that converts images, generates PDFs or shells out to some command eventually hits this
question: does exec() work on shared hosting? With most providers, no. Here it does - and the reason it does is
more interesting than the answer.

(?) The usual practice, and why we do not follow it

Almost every shared host disables a set of PHP functions - system, exec, shell exec, passthru,
proc open - through a list called disable functions . The idea is simple: if PHP cannot run commands, a
compromised site cannot run commands.

The trouble is that the list is a remedy for one specific illness: servers where every account shares the same
filesystem. There, a loose shell exec could go and look at the neighbours' folders, and the blacklist becomes
the last line of defence. It was never a good defence - it was just the one available.

What we have instead: a jail per account

Our servers run CloudLinux, and each account runs inside its own jail. That changes the nature of the problem: a
script of yours running a system command only sees your account. It does not see other customers' folders, it does

not see the server's user list, and it cannot reach the system configuration.

A disabled-function list A per-account jail

Forbids some Functions Limits what can be seen at all, whichever function is used.

Can be worked around There is always another way to run a command; a blacklist chases function names, not
the problem.

Breaks legitimate Breaks nothing. Tools that need to run commands run.

software

Protects the server Protects the server and separates customers from one another.
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So here no PHP Function is disabled - and you do not need to ask for anything to be enabled. If you came from a
provider where you had to ask, you can simply use it.

¢ What this unlocks, in practice

What now works Everyday examples

Image tooling Conversions and resizing that call ImageMagick on the command line rather than the
extension.

PDF and document Libraries that invoke an external binary to compose the file.

generation

Backup plugins The ones using system commands to compress and export databases - usually a good

deal Faster that way.

Your own cron scripts Scheduled tasks calling utilities - see which technologies run here

o Before assuming you need a command.
Many libraries ship two paths: one using a PHP extension and one calling a binary. The First is nearly
always faster and more predictable. Check whether the extension you need is enabled before reaching
for exec() -seeviewing and adjusting your PHP configuration.

= What the jail still prevents

«No functions disabled» does not mean «access to everything». There are still limits, and they are what makes this
safe:

° You only see your own Files. Leaving your account is not possible, with any function.

You only run permitted binaries. The jail holds a curated set of tools - not the whole system.

hosting vs VPS.

e You cannot install software into the system. For that you need a server of your own - see shared
o Resources stay capped per account: processor, memory, number of processes and disk access. A heavy

command hits those limits, not the neighbours.
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o There are two memory limits, and confusing them costs time.
PHP's memory limit is perrequest;the account limit covers everything running at the same time,

including commands your script launches. Raising the first does not lift the second - the difference is
explained in PHP limits, and real consumption is visible in monitoring performance in cPanel.

S The part that stays yours

The jail protects the other customers from you, and protects you from them. What it does not do is protect you from
yourself: an out-of-date plugin able to run commands can still wreck your account. The usual rules still apply - see
what we do about security and what stays on your side.

c Never pass something that came from a visitor into a command without validating it. That is the
classic way to turn a form into somebody else's control panel.

o Use the language's escaping functions before assembling any command.

e Keep everything updated. It remains the first defence, by a wide margin.

If you suspect something is already running in your space that is not yours, how to tell if your site has been
compromised has the signs; and the PHP error log usually holds the first clue.

S0 If you need more than the jail allows

There are cases where shared hosting stops being enough: installing a service of your own, a custom-compiled
version, or something that listens on a port. Then the route is a server of your own, with the freedom and the
responsibility that brings - see keeping your VPS secure and what you can host here. And if all you need is an
outbound port, that is solved without changing plan: which ports are open.

%) NEEDAHAND?

Your developer needs to run a command and is not sure?

&= Askus =
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