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One day the shop wakes up with dozens of pending orders from odd names, small amounts and made-up e-mails. Or

with hundreds of new accounts nobody created. It is not bad luck: it is automatic programs testing forms, or trying
stolen cards on small shops with low amounts. You stop it in layers, from the simplest to the strongest, and you clean
up with care.

Q How to recognise it

Sign What it usually is

Many pending or failed orders in a short time, of Card testing: someone is trying stolen numbers on your
low value shop.

New accounts with random e-mails Automatic sign-up by a program.

Meaningless names and addresses, all alike A form filled in by a program.

A spike of checkout requests with no rise in visits The program goes straight to checkout, without looking
at the shop.

<> Stopping it, in layers

a See what the payment method offers. Many operators have anti-fraud tools (limits, verification). If
someone is testing cards, tell the operator: they care.

Add a captcha to registration and checkout, with a captcha plugin. See a captcha on the WordPress
login for the idea; shops use the same principle at checkout.
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e Switch off what you do not use. If the shop allows guest checkout, turn off open registration on “My
account”. Fewer doors, fewer programs at the door.

° Block what repeats. Addresses, countries or ranges that bring only spam can be blocked: blocking an

IP address. If you use Cloudflare, it has rules to limit requests (depending on your plan) to checkout
(CloudFlare options).

° Require e-mail confirmation on new accounts, with a plugin. Accounts with fake e-mails never confirm.
e Moderate reviews and comments: stopping spam comments.

e Ship nothing that is not paid. A pending order is not a sale: see order statuses.
(© Cleaning up

0 Take a backup First. A bulk clean-up cannot be undone.

o Delete only the orders and accounts you recognise as Fake. Sort by date and e-mail to catch them
together. Do not delete paid orders by mistake.

° Check the state of the server. A wave like this uses processor and database; if the shop became slow,
see what eats CPU on a website.

° Card testing can cost you.

Operators may charge for declined payments or suspend the account if there are many. If you see a wave,
speak to the operator at once, and speed up the layers above.

o Look at the access logs at the time of the spike.

If all the fake requests come from a few addresses, blocking solves it; if they come from thousands, the
defence is the captcha and the operator. And keep the shop and plugins updated: updating without
breaking anything.
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%) NEEDAHAND?

Under attack right now and the shop cannot cope? Tell us the address and the time of the spike, and

we will go through the access logs with you.

&= Open a support ticket >

© SEEALSO
A captcha on the WordPress login >
Blocking an IP address >
How to tell if your site has been compromised >
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